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(VSP). These additional security meas-
ures may include: 

(1) Intensifying inspection of the ves-
sel stores during delivery; or 

(2) Checking vessel stores prior to re-
ceiving them on board. 

(d) MARSEC Level 3. In addition to 
the security measures for MARSEC 
Level 1 and MARSEC Level 2, at 
MARSEC Level 3, the vessel owner or 
operator must ensure the implementa-
tion of additional security measures, as 
specified for MARSEC Level 3 in the 
approved VSP. These additional secu-
rity measures may include: 

(1) Checking all vessel stores more 
extensively; 

(2) Restricting or suspending delivery 
of vessel stores and bunkers; or 

(3) Refusing to accept vessel stores 
on board. 

§ 104.285 Security measures for moni-
toring. 

(a) General. (1) The vessel owner or 
operator must ensure the implementa-
tion of security measures and have the 
capability to continuously monitor, 
through a combination of lighting, 
watchkeepers, security guards, deck 
watches, waterborne patrols, auto-
matic intrusion-detection devices, or 
surveillance equipment, as specified in 
their approved Vessel Security Plan 
(VSP), the— 

(i) Vessel; 
(ii) Restricted areas on board the ves-

sel; and 
(iii) Area surrounding the vessel. 
(2) The following must be considered 

when establishing the appropriate level 
and location of lighting: 

(i) Vessel personnel should be able to 
detect activities on and around the ves-
sel, on both the shore side and the wa-
terside; 

(ii) Coverage should facilitate per-
sonnel identification at access points; 

(iii) Coverage may be provided 
through coordination with the port or 
facility; and 

(iv) Lighting effects, such as glare, 
and its impact on safety, navigation, 
and other security activities. 

(b) Maritime Security (MARSEC) Level 
1. At MARSEC Level 1, the vessel 
owner or operator must ensure the im-
plementation of security measures, 

which may be done in coordination 
with a facility, to: 

(1) Monitor the vessel, particularly 
vessel access points and restricted 
areas; 

(2) Be able to conduct emergency 
searches of the vessel; 

(3) Ensure that equipment or system 
failures or malfunctions are identified 
and corrected; 

(4) Ensure that any automatic intru-
sion detection device sets off an audi-
ble or visual alarm, or both, at a loca-
tion that is continuously attended or 
monitored; 

(5) Light deck and vessel access 
points during the period between sun-
set and sunrise and periods of limited 
visibility sufficiently to allow visual 
identification of persons seeking access 
to the vessel; and 

(6) Use maximum available lighting 
while underway, during the period be-
tween sunset and sunrise, consistent 
with safety and international regula-
tions. 

(c) MARSEC Level 2. In addition to 
the security measures required for 
MARSEC Level 1 in this section, at 
MARSEC Level 2, the vessel owner or 
operator must also ensure the imple-
mentation of additional security meas-
ures, as specified for MARSEC Level 2 
in the approved VSP. These additional 
security measures may include: 

(1) Increasing the frequency and de-
tail of security patrols; 

(2) Increasing the coverage and inten-
sity of lighting, alone or in coordina-
tion with the facility; 

(3) Using or increasing the use of se-
curity and surveillance equipment; 

(4) Assigning additional personnel as 
security lookouts; 

(5) Coordinating with boat patrols, 
when provided; and 

(6) Coordinating with shoreside foot 
or vehicle patrols, when provided. 

(d) MARSEC Level 3. In addition to 
the security measures for MARSEC 
Level 1 and MARSEC Level 2, at 
MARSEC Level 3, the vessel owner or 
operator must ensure the implementa-
tion of additional security measures, as 
specified for MARSEC Level 3 in the 
approved VSP. These additional secu-
rity measures may include: 

(1) Cooperating with responders and 
facilities; 
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(2) Switching on all lights; 
(3) Illuminating the vicinity of the 

vessel; 
(4) Switching on all surveillance 

equipment capable of recording activi-
ties on, or in the vicinity of, the vessel; 

(5) Maximizing the length of time 
such surveillance equipment can con-
tinue to record; 

(6) Preparing for underwater inspec-
tion of the hull; and 

(7) Initiating measures, including the 
slow revolution of the vessel’s propel-
lers, if practicable, to deter underwater 
access to the hull of the vessel. 

[USCG–2003–14749, 68 FR 39302, July 1, 2003, as 
amended at 68 FR 60514, Oct. 22, 2003] 

§ 104.290 Security incident procedures. 
For each Maritime Security 

(MARSEC) Level, the vessel owner or 
operator must ensure the Vessel Secu-
rity Officer (VSO) and vessel security 
personnel are able to: 

(a) Respond to security threats or 
breaches of security and maintain crit-
ical vessel and vessel-to-facility inter-
face operations, to include: 

(1) Prohibiting entry into affected 
area; 

(2) Denying access to the vessel, ex-
cept to those responding to the emer-
gency; 

(3) Implementing MARSEC Level 3 
security measures throughout the ves-
sel; 

(4) Stopping cargo-handling oper-
ations; and 

(5) Notifying shoreside authorities or 
other vessels of the emergency; 

(b) Evacuating the vessel in case of 
security threats or breaches of secu-
rity; 

(c) Reporting security incidents as 
required in § 101.305; 

(d) Briefing all vessel personnel on 
possible threats and the need for vigi-
lance, soliciting their assistance in re-
porting suspicious persons, objects, or 
activities; and 

(e) Securing non-critical operations 
in order to focus response on critical 
operations. 

§ 104.292 Additional requirements— 
passenger vessels and ferries. 

(a) At all Maritime Security 
(MARSEC) Levels, the vessel owner or 
operator must ensure security sweeps 

are performed, prior to getting under-
way, after any period the vessel was 
unattended. 

(b) As an alternative to the identi-
fication checks and passenger screen-
ing requirements in § 104.265 (f)(2), 
(f)(4), and (f)(9), the owner or operator 
of a passenger vessel or ferry may en-
sure security measures are imple-
mented that include: 

(1) Searching selected areas prior to 
embarking passengers and prior to sail-
ing; and 

(2) Implementing one or more of the 
following: 

(i) Performing routine security pa-
trols; 

(ii) Providing additional closed-cir-
cuit television to monitor passenger 
areas; or 

(iii) Securing all non-passenger 
areas. 

(c) Passenger vessels certificated to 
carry more than 2000 passengers, work-
ing in coordination with the terminal, 
may be subject to additional vehicle 
screening requirements in accordance 
with a MARSEC Directive or other or-
ders issued by the Coast Guard. 

(d) Owners and operators of passenger 
vessels and ferries covered by this part 
that use public access facilities, as that 
term is defined in § 101.105 of this sub-
chapter, must address security meas-
ures for the interface of the vessel and 
the public access facility, in accord-
ance with the appropriate Area Mari-
time Security Plan. 

(e) At MARSEC Level 2, a vessel 
owner or operator must ensure, in addi-
tion to MARSEC Level 1 measures, the 
implementation of the following: 

(1) Search selected areas prior to em-
barking passengers and prior to sailing; 

(2) Passenger vessels certificated to 
carry less than 2000 passengers, work-
ing in coordination with the terminal, 
may be subject to additional vehicle 
screening requirements in accordance 
with a MARSEC Directive or other or-
ders issued by the Coast Guard; and 

(3) As an alternative to the identi-
fication and screening requirements in 
§ 104.265(f)(4) and (g)(1), intensify pa-
trols, security sweeps and monitoring 
identified in paragraph (b) of this sec-
tion. 

(f) At MARSEC Level 3, a vessel 
owner or operator may, in addition to 
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